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Onpenenenns

B HacTosmem T0OKyMEHTE HCIOB3YIOTCS CIIEAYIONIHEe TEPMUHBI U UX OIPEAEICHHUS.

ABTOMATH3HPOBAHHAS CHCTeMa — CHCTEMa, COCTOSAINas M3 MepcoHalia M KOoMIUIeKca
CpPeJICTB aBTOMATH3alluy €r0 JeSTeBHOCTH, PeaTu3yomas HHGOPMauHOHHYIO TEXHOIOTHIO BEINOJ-
HEHWS YCTAHOBJIEHHBIX (YHKIIHA.

AyTeHTHGHUKANHUSA OTNPAaBHTEIS JAHHLIX — [OATBEPKICHHE TOTO, YTO OTHPABHTENL I10-
JyY4€HHBIX JaHHBIX COOTBETCTBYET 3asBICHHOMY.

be3zonacHocTh MePCOHANLHBIX JAHHBIX — COCTOSHHE 3ALIMIICHHOCTH IIEPCOHATBHBIX [aH-
HBIX, XapaKTepu3yeMoe CIoCOOHOCTRIO MOJB30BaTeNeH, TEXHUHYECKUX CPEICTB U HHYOPMAIIMOHHBIX
TEXHOJIOTHH 00ECIIeYuTh KOH(PHACHIHAIBHOCTD, LEMOCTHOCT M JOCTYIIHOCT NEPCOHATIBHBIX JaH-
HBIX TIPH X 00paboTKe B HHPOPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX.

buomerpuyeckne nepconaibHbie TaHHbIE — CBEJICHNUS, KOTOPbIE XapaKTEPU3YIOT (GH3HO-
JIOTHYECKAE OCOOEHHOCTH YEIOBEKa M Ha OCHOBE KOTOPHIX MOYKHO YCTAHOBHTH €r0 JIHYHOCTE,
BKJIOYas (ororpaduu, OTNEYaTKH MajbleB, 00pa3 CeTYaTKy r1a3a, OCOGEHHOCTH CTPOEHHMS Tena
IpYyTYIO TOA00HYIO HHGPOPMAITHIO.

baokuposanne nepcoOHANBHBIX JaHHBIX — BPEMEHHOE NpeKpaiieHue c6opa, CHCTEMATH-
3ali¥, HAKOIUIEHHS, UCIIOIbL30BaHMs, PaCIIPOCTPAHEHUS], IEPCOHATBHBIX JaHHBIX, B TOM 4HCIE HUX
nepenayn.

Bupyc (KoMnbIOTEPHBIH, NMPOrPAMMHBII) — UCIIOJHAEMBIH NPOrpaMMHBIH KO HIH HH-
TEPIPETHPYEMBIH HabOp MHCTPYKIMH, 00nafatomuii cBOHCTBaMH HECaHKI[MOHUPOBAHHOTO Pacipo-
CTpaHeHMs M camoBocnpou3seneHud. Cozganusle NyOGnuKaThl KOMIOBIOTEPHOTO BHpyca He BCeraa
COBIIAJAIOT C OPUIMHAJIOM, HO COXPAHAIOT CIIOCOOHOCTE K JajlbHEHIIeMy pacnpoCTPaHEHHIO B ca-
MOBOCIIPOU3BEACHHUIO.

Bpegonocnaa nporpamma — mporpaMMa, npeaHa3HaueHHas I OCYIIECTBICHUS HECaHK-
HHOHHPOBAHHOIO AOCTYNA U (MIM) BO3ACHCTBUSA HA NMEPCOHATBHBIE JaHHBIE WK pecypchl uHbOpMa-
UMOHHOW CHCTEMBI IEPCOHATBHBIX JAHHBIX.

BenomorareibHbIe TEXHHYECKHE CPEICTBA U CHCTEMbI — TEXHUYECKUE CPEJICTBA U CUCTE-
MBI, HE TIpeIHa3HauYeHHbIC ISl Tiepeiau, 00paboTKH U XpaHEHUs NEPCOHANBHBIX JaHHBIX, YCTAHAB-
NIMBAEMBIE COBMECTHO C TEXHWYECKMMH CPEICTBAMH U CHUCTEMaMH, MpeaHa3HAYeHHBIMU IS 00pa-
OOTKH NEePCOHATIBHBIX JAHHBIX MM B IIOMEIICHHMSX, B KOTOPBIX YCTaHOBJICHB! HH(POPMAITHOHHEIE CHCTE-
MBI IEPCOHATIBHBIX TaHHBIX.

JocTynl B OIepALIMOHHYIO cpeay KOMIbIOTepa (MH(OPMALHOHHOI CHCTEMBLIIEPCOHAIBHBIX
AAHHBIX) — TOJYUYSHHE BO3MOXKHOCTH 3allyCKa Ha BBUIONHEHHE IMTATHBIX KOMAaHJI, QYHKIMA, Mpolemyp
OMEepaIMOHHOM CHCTeMB! (YHHUTOJKEHHs, KOMMMPOBAHMS, MEPEMEIICHHsT U T.I1.), HCTONHIEMBIX (aitnoB
[IPUKJIAAHBIX IIPOrPaMM.

Joeryn K uHpopMAUH — BO3MOJKHOCTH OTYYeHIs! HH(DOPMAITHH U €€ UCITOTIb30BaH S,

3axnagouHoe yCTpOHCTBO — 3NEMEHT CpecTBa cheMa MH(OpMAaIlH, CKPBITHO BHEAPAEMBIit (3a-
KJIabIBaeMBIi WM BHOCHMBIH) B MECTa BOSMOXKHOTO CheMa HH(OpMAITHH (B TOM YHCIIE B OTpaXKIeHHe, KOH-
CTPYKIMIO, 000pyIOBaHHE, TIPEIMETHI HHTEPhEPa, TPAHCTIOPTHBIE CPEJICTBRA, a TAIOKEe B TEXHUYECKHE Cpel-
CTBa M CHCTEMBI 00paboTkn MHpopManum).

3anpnnaeman ungopmanms — HHGOPMALS, ABIISIOMEACH IIPEIMETOM COOCTBEHHOCTH U II0]1Ie-
allas 3aluTe B COOTBETCTBUM ¢ TPeOOBAHUSAMY IIPABOBBIX JJOKYMEHTOB UM TpeOOBAHMSIMH, YCTAHABIIH-
BaeMbIMH COOCTBEHHUKOM MH(POpMAIHH.

Hpentudukanus — npucsoenre cyobekraM 1 00BbeKTaM JIOCTyIa HIeHTH(pUKaTopa i (MIM) CpaB-
HEHHUE TIPEIBSBIAEMOT0 HACHTH(HKATOPA C IIEPEUHEM [TPUCBOEHHEIX UIEHTU(PUKATOPOB.

HndopmaTHBHBIH CUrHA — 37IEKTPUYECKHE CUTHANLL, aKyCTUYECKHE, JNIEKTPOMArHUTHEIE U JIpY-
rve (U3IUecKne Mo, Mo NapaMeTpam KOTOPhIX MOeT ObITh pacKpeiTa KOH(pUIeHIMaTsHas HHpopMarys
(nepcoHanbHble JaHHbIe) 0OpabarbBaeMas B MHQOPMAIMOHHOH CHCTEME TIEPCOHATBHBIX JAHHBIX.

Hudopmanuonnaa cucrema nepcoHaabHbIx AaHHbIX (MCIIIn) — unpopmannonHas
cHCcTeMa, MPEACTaBIsIomas cob0i COBOKYIMHOCTh IMEPCOHANBHBIX NaHHBIX, COJAEpHKAlIUXC B Oasze
JAHHBIX, 4 TAK)Ke UH(POPMAIIMOHHBIX TEXHOJIOTHH M TEXHMYECKHX CPEICTB, NO3BOJIIOLMX OCYLIE-
CTBIATH 00pabOTKY TaKMX NMEPCOHATBHBIX JaHHBIX C HCIOIL30BAHUEM CPEJICTB aBTOMAaTH3alUH HITH
6e3 UCTONb30BaHUs TAKUX CPEACTB.




HnpopmanoHHbIe TEXHOJIOMHH — MPOLIECCHL, METO/bI MOKCKa, cOopa, XpaHeHws, 00paboTKy, Ipe-
JOCTaB/ICHHs, PACIIPOCTPAHEHHS UH(OPMALIMK H CIIOCOOBI OCYIIECTBIICHHS TAKMX [IPOLECCOB H METOIOB.

Hcnoab3oBanue NMepCcoOHAIbHBIX AAHHBIX — JICHCTBHUS (ONEpaMN) ¢ NePCOHANLHBIMY JIaH-
HBIMH, COBEPIIAEMBIE ONEPATOPOM B LEJIAX MPHHATHS PELICHUH UM COBEpPIICHUS HHBIX AeHCTBHI,
HOPOXKIAIOMIHNX IOPHIMYECKHE [MOCIE/ICTBASA B OTHOMEHUH CYyOBEKTa MEePCOHAIBHBIX AAHHBIX HIIH
ApyruxX jun aubo HHbIM 00pa3oM 3aTparMBarolIMX NpaBa M cBOOOABI CyObeKTa MepCOHATBHBIX
JaHHBIX WM JIPYTHX JTHIL. .

Hcrounnxk yrpossl GesonacHocTd HHpOpMALMH — CyOBEKT IOCTYIIA, MATEPHATBHBI OOBEKT HITH
(usrrdeckoe sBeHNE, ARITOLMECs IPHYHHOM BOSHMKHOBEHHS YTPO36l 6€30M1acHOCTH HH()OPMAIHH.

Kontposmpyemasi 30Ha — MPOCTPaHCTBO (TEPPHTOPHSL, 3/IaHKE, YaCTh 3/IaHus, TIOMEIIEHHE), B KOTO-
POM HCKIIFOYEHO HEKOHTPOJIMPYEMOe NpeObIBaHHE OCTOPOHHHUX JIHIL, @ TAKKEe TPAHCHIOPTHBIX, TEXHHYECKHX
H MHBIX MaT€PHA/IEHBIX CPE/ICTB.

KonguaeHunansHoCTs NepeoHaTbHBIX JAHHBIX — 00S3aTENBHOE /TSl COOMIONCHHS ONIepaTOpOM
HJIH MHBIM [TOJTYYHBILHMM JIOCTYTI K NEPCOHAILHBIM JaHHBIM JIMLIOM TpeboBaHHe He JIOMYCKATh HX Paciipo-
cTpanenue Oe3 cornacus cyObeKTa NepCoHATBHbIX TAHHBIX WIH HATHYMS HHOTO 3aKOHHOIO OCHOBAHHSL.

MezkcereBoli JKpaH — JIOKaIbHOE (OTHOKOMIIOHEHTHOE) WIH (hYHKIMOHATBHO-PACIIPe/IeIEHHOE
MPOrpaMMHOE (IPOrPaMMHO-AIIAPATHOE) CPEICTBO (KOMILIEKC), peai3yroLiee KOHTPOS 3a HHbOpMalmeii,
NOCTYNAOIIEH B HH(YOPMAIHOHHYIO CHCTEMY NEPCOHATBHBIX JAHHBIX 1 (WJIH) BHIXOAAIIEH 13 HH(OpMAITH-
OHHOM CHCTEMBL.

Hapymmrens $e30nacHOCTH NEPCOHANBHBIX JAHHBIX — (DH3MYECcKoe JIMIIO, CITYYaiHO WK Ipe/-
HAMEPEHHO COBEPLUIAFOLIEE JICHCTBHSI, CJIEICTBUEM KOTOPBIX ABJISETCS HapyIeHue 0e30MacHOCTH MepCoHATb-
HBIX JIAHHBIX TPH X 00paboTKe TEXHYECKHMH CPEICTBAMH B HH(OPMaIIMOHHBIX CHCTEMAX IePCOHANBHBIX
JaHHBIX.

HeaBromaTnsnpoBanHas o0paboTKa mepcoHAJNbHBIX AaHHBIX — 00paboTKa nMepcoHasb-
HBIX JaHHBIX, COAep)Kamuxcs B MHGOPMAIMOHHON CHCTEME IePCOHANBHBIX JaHHBIX MO0 H3BIIE-
YEHHBIX M3 TAKOH CHCTEMbI, CIATACTCs OCYILECTBICHHON 0€3 HCIOoIb30BaHHs CPEACTB aBTOMATH3a-
UM (HeaBTOMATH3UPOBAHHOMN), €CITH TaKhe ACHCTBHS C NEPCOHATBHBIMU JAHHBIMH, KaK HCIIOIb30-
BaHHUE, yTOYHEHHE, paCIpOCTpaHEHHEe, YHHUYTOKEHHE MEPCOHANILHBIX JaHHBIX B OTHOIIEHHUH KaX10-
ro u3 cyOBEKTOB NMEPCOHAIBHBIX JAHHBIX, OCYLIECTBISIOTCS TPH HEMOCPEICTBEHHOM Y4YacTHH ve-
JIOBEKa.

HenexsiapupoBaHHbIe BO3MOKHOCTH — (DYHKIIHOHATBEHbBIE BOBMOXKHOCTH CPEZICTB BEIMUCIHTE b=
HOM TEXHHKH, HE OIMMCAHHBIC WIH HE COOTBETCTBYIOLLHE ONMCAHHLIM B JOKYMEHTAIMH, ITPH HUCIIOIHE30BAHHH
KOTOPBIX BO3MOKHO HApyIIeHHe KOH(DUICHIIMATLHOCTH, NOCTYITHOCTH HJIH IEJIOCTHOCTH 00padaTsiBaeMoi
AHQOpMALIMH.

HecaHKnuoHHPOBAHHBIIi 0CTYN (HECAHKLIMOHUPOBAHHBIE EHCTBHA) — JIOCTYII K HHPOpMALHU
WIH JIeHCTBHS ¢ HHGOpMALIeH, HapyIIarolue MpaBuia pasrpaHHyueHHs JOCTYIIa C HCNOJB30BaHHEM IITaT-
HBIX CPEICTB, IIPeIOCTABIIIEMBIX HH(POPMAIIMOHHBIMU CHCTEMaMH NIEPCOHA/ILHBIX [IaHHBIX.

Hocurens nagopmanuu — Qu3MYecKoe JHIO WM MaTepHaIbHbI 00bEKT, B TOM uKcie (usmde-
CKOE 11071e, B KOTOPOM HH(pOpMALMs HAXOIUT CBOE OTPAKEHHE B BUJIE CUIMBOJIOB, 00pa30B, CHIHATIOB, TEXHH-
YECKHX PeILeHHH U POLIECCOB, KOJMYECTBEHHBIX XapaKTePHCTHK (DH3HYECKUX BEJIHYHH.

Obe3mnuuBanMe MEPCOHAIBHBIX JAHHBIX — JACHCTBHS, B PE3yJIbTaTe KOTOPHIX HEBO3MOXK-
HO OIpeNeNUTh NMPHHAIeKHOCTh MEPCOHANBHEIX JAaHHBIX KOHKPETHOMY CYOBEKTY NMEpPCOHAIBLHBIX
JaHHBIX.

O0paborka nepcoHANBHLIX JAAHHBIX — JICHCTBHS (ONEparyu) ¢ MEPCOHANBHBIMM JIAHHBIMH,
BKJTIOYas cOOp, CHCTEMATU3ALIMIO, HAKOIUICHHE, XpaHeHue, yTouHenue (0OHOBIeHNE, H3MEHEHHE), HCTTOIb-
30BaHHKE, PacIpOCTPaHEHHE (B TOM YHCIIe epeaaydy), obesnnunBanue, 6710KMpOBaHHEe, YHUHYTOKEHHUE TIep-
COH@IBHBIX JaHHBIX.

OGmenocTynHble NepcoHaJbHbie JaHHbIE — NEPCOHANBHBIE JaHHbIE, JOCTYI HEOIPaHW-
YEeHHOT0 KpyTa JIMI] K KOTOPBIM TIPEIOCTABIIEH C COTJIacHs CyOheKTa NepcoHalbHBIX JaHHBIX WM Ha
KOTOpBIE B COOTBETCTBUH C (heliepanbHbLIMH 3aKOHAMM HE pacrpocTpaHsercs TpeboBaHHE cOOJIO-
IeHHs] KOH(DUACHITHATILHOCTH.



Oneparop (mepcoHaJbHBIX AAHHBIX) — TOCYJAPCTBEHHBIH OpraH, MyHHIMIATbHBIA OpraH,
FOPHIIMYECKOE MM (PH3HUECKOE JIMIO, OpraHu3yroliee H (Win) ocylmecTriszonee 06paboTKy nepcoHab-
HBIX JIaHHBIX, @ TAKKE ONPeIeISIOLIHE IIeJIH U Coep/KaHne 00paboTKH NMePCOHANBHBIX TaHHBIX.

Texnuyeckue cpeacrsa HHOOPMANHOHHON CHCTEMbI MEPCOHAJILHBIX JAHHBIX — CPEICTBa
BBIYHCIUTENTEHON TEXHHUKH, HHPOPMAIMOHHO-BBIMHC/TATEIbHbIE KOMIUICKCHI H CETH, CPEJICTBA H CHCTEMBI
niepesiayy, npuema u obpaborku I1/1H (cpezicTBa U CHCTEMBI 3BYKO3AIUCH, 3BYKOYCHIICHHS, 3BYKOBOCIIPOH3-
BEJICHHS, NIEPETOBOPHbBIC M TEJICBU3HOHHBIE YCTPOHCTBA, CPE/CTBA M3TOTOBICHHS, THPAKUPOBAHHUS HOKY-
MEHTOB H J[PyTHe TEXHHYECKHE CpelicTBa 00paboTKH peyeBoii, rpaduteckoil, Bizeo- 1 OyKBeHHO-LMPPOBOI
uH(bOpMAIH), IPOrPaMMHbIE CPE/ICTBA (ONepaLOHHBIE CHCTEMBI, CHCTEMBI YIIpaBieHHs 6a3aMy JaHHBIX U
T.IL), CPEJICTBA 3alMThI HH(OPMALIMH, IPUMEHSIeMBIE B HHOOPMALIMOHHBIX CHCTEMAX.

IepexBat (madopmanun) — HeMPaBOMEPHOE MOJIyYeHHE HH(OPMAIIHH ¢ HCTIONb30BAHHEM
TEXHHYECKOTO CPe/ICTBA, OCYLIECTBIIAIOMEro 0OHapy)eHue, npueM u 06paboTky uHpOpMATHBHBIX
CHTHAJIOB. .

Ilepconanbusbie qanupie — mobas uHGOpPMaLHs, OTHOCIIIASCS K ONpPeAENeHHOMY MM Ofl-
penenseMoMy Ha OCHOBaHHMHM TakoH MH(opmanuu (u3HyeckoMy JMIy (CYyOBEKTY MepCOHANBHBIX
J@HHBIX), B TOM YHCJIE ero (hamMuaus, UMs, OTIECTBO, IOJI, MECSILL, JIaTa U MECTO POXKIEHHs, ajIpec,
CeMelHOe, COIHANBHOE, HMYIECTBEHHOE MOoNoKeHne, obpa3oBanue, mpodeccus, A0X0asl, Apyras
uHpOpMAarTHsL.

ITo6ounbie 21eKTPOMArHUTHbIE H3JIyYeHHSI H HABOAKH — 3JIEKTPOMArHUTHBIE M3/yYeHUs
TEXHUYECKUX cpeacTB 0OpaboTky 3auminaemMoi nHoOpMaLi, BOZHUKAIOIIKE KaKk MOO0YHOe sIBlie-
HUE M BBI3BAHHBIC IEKTPHYECKHMH CHTHAJIAMH, JCHCTBYIOUIMMH B HX EKTPHYECKHX W MArHHT-
HBIX HEIX, a TAKXKE 3JIEKTPOMArHUTHbIE HAaBOJKH 3TUX CUTHAIOB HAa TOKOIPOBOJSIINE JIKHUH, KOH-
CTPYKLIHH M ENY MHTAHUS.

IMouTHKA «YHCTOr0 CTOJ1a» — KOMIUIEKC OPraHU3allHOHHBIX MEPOIpPUSATHH, KOHTPOJIH-
PYIOLIHX OTCYTCTBHE 3alIMChIBAaHHA Ha OyMaXKHbIE HOCHTEIH KO4Yel H aTpuOyTOB A0cTyna (mapo-
neit) u xpaneHus ux BOIM3KM 0OBEKTOB JI0CTYTIA.

Hoas3zoBaresib HHPOPMANHOHHOH CHCTEMBI MEPCOHAJBHBIX JAHHBIX — JIHIO, Y4acT-
ByIOIee B (DYHKIHOHUPOBAHHM MH(OPMALMOHHON CHCTEMBI NMEPCOHANBHBIX JaHHBLIX MJIH MCIOJb-
3yIollee pe3yabTaThl ee QYHKIHOHMPOBAHHS.

IlpaBuaa pasrpaHuYeHHsi JOCTYNA — COBOKYIIHOCTh IIPAaBHJI, perjaMeHTHPYIOUMX IpaBa
aoctyna cyOBpeKTOB AOCTyNa K 00BbEKTaM J0CTyma.

IIporpamMHas 3aKJaaKa — KOJ NMPOrpaMMbl, IPeIHAMEPEHHO BHECEHHBIH_ B nporpammy ¢
LEJbIO OCYIIECTBHTH YTEYKY, H3MEHHTh, OJIOKHPOBATh, YHHUTOXKHTh HH()OPMALHIO HIH YHHYTO-
KHUTh U MOIHDHUIMPOBATH IPOrpaMMHOE obecredeHne HHPOPMAITMOHHONH CHCTEMBI IEPCOHATBHBIX
JaHHbIX U (M1H) 610KHPOBaThH arnmnaparHble Cpe/ICTBA.

IIporpamMuoe (pPOrpaMMHO-MATEMATHYECKOE) BO3/ieHCTBHE — HECAHKIIMOHHPOBAHHOE
BO3JCHCTBHE HA pecypchl aBTOMATH3UPOBAHHOH MH(MOPMAITHOHHOH CHCTEMBI, OCYINECTBIIAEMOE C
UCIIONIb30BAHHEM BPEIOHOCHBIX IIPOTPAMM.

PackpbiTHE NEePCOHANBHBIX JAHHBIX — YMBILUICHHOE WIH CIIydaiiHOe HapyIIeHHe KOH(pH-
JEHIUATBHOCTH [1€PCOHATBHLIX JIaHHBIX.

PacnpocrpaHenne nepcoHaJbHBIX JAHHBIX — JICHCTBUs, HaNpaBlICHHbIE Ha mnepenady
MEPCOHANBHBIX JAHHBIX ONPEAENeHHOMY KpYI'y UL (Iepeaada NepCoHaNbHBIX JaHHBIX) WM HA 03~
HAKOMJIEHHE C NIEPCOHAIBHBIMH JaHHBIMH HEOTPaHHYEHHOr0 KpyTa JIMI, B TOM YHciIe 0OHapoaoBa-
HUE MEPCOHANIBHBIX JAHHBIX B CPEJCTBAX MAccoBOl MH(pOpPMALMH, pa3MelleHHE B HH(POpMAIHOH-
HO-TEJIEKOMMYHHKAIIMOHHBIX CETAX HJIM MPEJOCTaBICHHE JOCTYNa K MEPCOHAIbHBIM JaHHbIM Ka-
KHM-J1100 UHBIM crrocoboM.

Pecype undopmannonHoii cHcTeMbl — HMEHOBAHHBIH JIEMEHT CHCTEMHOIO, IIPUKIAIHOTO
WM anmapaTHOro obecrieueHus QyHKIMOHHPOBAHMS MH(POPMATIMOHHON CHCTEMBI.

CrnenuanbHbIC KaTEropHH MEPCOHAJBLHBIX AAHHBLIX — IIEPCOHANBHLIE JAHHBIE, Kacalo-
liHecs pacoBOi, HAMOHANBHOH MPUHAIIEKHOCTH, MOJIATUYECKUX B3IJISJIOB, PEIMTHO3HBIX HIIH
bunocodekux ybexaenuit, COCTOAHUSA 3A0POBbS U HHTHMHOH XH3HM CYOBEKTa MEPCOHAJIBHBIX
JIAaHHBIX.




Cpeacrsa BLIMHCIHTEILHOH TEXHHKH — COBOKYITHOCTS MPOrPAMMHBIX U TEXHUHYECKUX IEMEHTOB
cHcTeM 0OpabOoTKH NaHHBIX, CIOCOOHBIX (DYHKIMOHMPOBATH CAMOCTOSTENLHO WM B COCTaBe JPYrHX
CHCTEM.

CybbekT aocryna (cydbexT) — JIMIO WM POLECcC, AeHCTBHS KOTOPOro perflaMeHTHPYIOTCS Npa-
BHJIAMH pa3TpaHHYECHUs JOCTYIA.

Texnuyeckuii Kana yredkn HHGOPMALMHE — COBOKYITHOCTH HOCHTENS HH(pOpMaLiHu (cpeacTsa
00paboTi), PU3MYECKO# Cpe/bl pacrpocTpaHeHHsl MH(GOPMATHBHOTO CHIHANIA M CPECTB, KOTOPLIMH JI0-
ObIBaeTcs 3ammiaeMast HHGOpMAILHSL. i

Tpancrpanuyunas nepexada nepcoHANbHbBIX JAHHBIX — Mepejaya NepCOHaIbHbIX JaHHbIX
oneparopoM depe3 ['ocynapcrBeHHyio rpanuiy Poccuiickoit ®epepauuu OpraHy BIacTH HHO-
CTPaHHOI'O rocy1apcTBa, (PM3MIECKOMY HIIH IOPHINYECKOMY JIHILY HHOCTPAHHOTO rOCYIapCcTBa.

Yrpo3sl 6€30I1aCHOCTH NEPCOHAILHBIX JAHHBIX — COBOKYTTHOCTB YCJIOBHH M (haKTOpPOB, CO3/1ar0-
IIMX ONAaCHOCTh HECAHKI[MOHMPOBAHHOIO, B TOM YHCJIE CJIYHalHOTO, JAOCTYINa K HEPCOHATBHBIM IaHHBIM,
Pe3yJIBTATOM KOTOPOr0 MOXET CTaTh YHHYTO)KEHWE, M3MEeHeHue, Oi0KMpoBaHHe, }{onnpona}me, pacrpo-
CTPaHEHHE MEPCOHANBHBIX JAHHBIX, a TAKKe HHBIX HECAHKIMOHUPOBAHHBIX JEHCTBUH Hpu X 00paboTke B
UH(pOPMALOHHOH CHUCTEME MePCOHATBHBIX JAHHBIX.

Yanurokenne nepcoHANBHBIX JAHHBIX — JCHCTBYS, B PE3y/IbTaTe KOTOPBIX HEBO3MOXHO BOC-
CTAHOBUTE COZIEP)KAHHE NEPCOHATTEHBIX JAHHBIX B MH(YOPMAIMOHHOMN CHCTEME NMEePCOHATEHBIX TaHHbIX WIH B
pe3yJbTare KOTOPBIX YHHYTOXKAIOTCS MaTepHAIbHBIE HOCHTEIH NMEPCOHAIbHBIX JIaHHBIX.

Yreuka (3ammmaemoil) HHGOpMALMH M0 TEXHHYECKHM KAHAJIAM — HEKOHTPOJIMpYeMOE pac-
MpOCTpaHeHue HH(OpMALMK OT HOCHTEI 3alMiaemMoii nHopMarmy Yyepes PU3UHEcKyro cpety 10 TEXHH-
YECKOr0 CPEeICTBA, OCYIIECTR/IAIOLIET0 epexBaT HHPOPMALIHH.

Yupexaenne — Opranusanuu.

YmBuMocThb — ¢1a00CTh B CPEICTBAX 3alMTh], KOTOPYIO MOYKHO HMCHOJB30BATh UL HAPYLIECHHS
CHCTEMBI WJTH coZiepyKartieiicst B Hell MH(pOopMAalmu.

IenoctHocTs MH(pOPMALHH — CrIOCOOHOCTL CPEJICTBA BHIUMCIUTE/IBHON TEXHUKH WM aBTOMATH-
3UPOBAHHOM CHCTEMBI O0ECIIeYHBATh HEH3MEHHOCTh HH(OPMALMH B YCJIOBHAX CITyHaiHOrO H/WIM Npe/iHa-
MEPEHHOIO MCKKEHHS (paspyIeH s ).

O00o3HaYeHHs H COKPAIIEHHS

ABC — aHTHBHpYCHBIE CPEICTBA

APM — aBromaTu3upoBaHHOE pabouee MecTo

BTCC — BciomorarenbHbIe TEXHHUYECKHE CPEJICTBA U CUCTEMbI
UCTT1 — undopMaumoHHas CHCTEMA MEPCOHATBHBIX JaHHbIX
K3 — korTpO/mpyemas 30Ha

JIBC — jiokasnbHas BLIYMCITUTENBHAS CETh

MD — mexceTeBo# 9KpaH

HC]J1 — HecaHKLIMOHMPOBAHHBIH JOCTYII

OC — onepalmonHas cucrema

[1J11 — nepcoHaIbHbIE JaHHBIE

[IMB — mporpaMMHO-MaTEMaTHYECKOE BO3/ICHCTBHE

I10 — mporpammHoe obecnieyeHue

[TSMMHH — no6GounbIe 3IeKTPOMarHHTHEIE H3Ty4YeH s X HAaBOJIKH
CA3 — cucrema aHanM3a 3alIMLIEHHOCTH

C3MU — cpeacrsa 3amuThl HHGOpPMALIUH

C3I1/11 — cucrema (MOACHCTEMA) 3aLIMTHI IEPCOHANBHBIX JaHHBIX
COB — cucrema oOHapyKeHUS BTOPKEHHUH

TKYH — TexHMYeCKHe KaHATBI YTeUKH HH(POPMALHH

YBI1/IH — yrpo3bl 6e3011acHOCTH NEPCOHAIBHBIX JIAHHBIX




Beenenue

Hacrosmas Ilomuruka unpopmannonnoii 6esonacioctn  HUCII[AH Tomckoro moiauTexHu-
yeckoro Texaukyma (Jamee - Texuukyma) sBnsercs opHIHATBHEIM JOKYMEHTOM.

[NonuTHKa pazpaboTana B COOTBETCTBHH C LIEJISAMH, 3ajadaMi M NPHHIUNAMH obecriedeHus
6e30MacHOCTH NEPCOHATBHBIX AaHHBIX U3NOKeHHBIX B KoHuenmuu undopMannoHHOH Ge3omacHo-
cru UCI1[In Texuukyma.

[lonutHka pazpaborana B cOOTBETCTBUM ¢ TpeboBaHusMu DenepanbHOTO 3aK0HA OT 27 HIO-
1 2006 r. Ne 152-@3 «O nepcoHanbHLIX JaHHBIX» B noctaHoBaeHus [Ipasutenscrsa Poccuiickoi
®enepauuu ot 11 HoaOps 2007 r. Ne 781 «O6 yrepxaenuu Ilonoxenns o6 obecneyennu 6e30-
MACHOCTH MEPCOHANBHBIX JAaHHbIX HNpH KX 00paboTke B MH(MOPMALMOHHBEIX CHCTEMAX NEPCOHAIB-
HBIX JIaHHBIX», HA OCHOBAHHHU:

- «PexoMeHnaumii mo obecrnedeHnio 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH HX 0Opa-
OoTke B HHPOPMALHMOHHBIX CHCTEMAX MePCOHAIbHBIX JIAHHBIXY, YTBEPXKICHHBIX 3aMeCTUTENIEM JIH-
pextopa @®CTIK Poccun ot 15.02.2008 r.,

- «TunoBeIX TpeGoBaHMi MO OpraHM3aLUKM ¥ OOeCHeYeHH 0 (PyHKUMOHUPOBaHMS mH(pPO-
BaJIbHBIX (KPHNTOrpaUUECKUX) CPEICTB, NpeIHa3HAYE€HHbIX JUIS 3alUTH HHpOPMAINK, He cozep-
xauieH CBeIeHUH, COCTaBISIOLMX MOCYAapCTBEHHYIO TallHY B ClTydae U3 MCIOIb30BaHUs Ul obec-
neyeHus: 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX NMpH uX 00paboTke B HHPOPMALIMOHHBIX CHCTEMaxX
MEPCOHATBHBIX JaHHBIX», YTBepKAeHHBIX pykoBoxctBoMm 8 llentpa ®CBH Poccun 21.02.2008 r.
Ne 149/6/6-662.

B ITonutnke onpenenensl tpedoBanus x nepconainy MCII[{H, cTeneHp OTBETCTBEHHOCTH
NepcoHaa, CTPYKTypa H HeoOXOAMMBIH yPOBeHb 3aIIUINEHHOCTH, CTATYC U JOJDKHOCTHBIE 0043aH-
HOCTH COTPYJHHMKOB, OTBETCTBEHHBIX 3a olecriedyeHue 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX B
UCIIIu Texauxkyma.

1. ObuHe mo10KeHNA

Ilensio Hactosimedt ITonutuku sensercs obecneveHue 0e30MacHOCTH OOBEKTOB 3aIMTHI
TexHukymMa OT BCeX BHJOB YIpO3, BHEITHMX U BHYTPEHHHUX, YMBILUICHHBIX H HENPEJIHAMEPEHHBIX,
MUHUMHU3AIH yiepba oT BO3MOKHOM peanusauu yrpo3 6esonacuocts [1/In (YBIT/IR).

Be30macHOCTh MEepCOHANBHBIX JAHHBIX JAOCTUTACTCS IYTEM MCKIIOYEHHMs HECAHKLMOHHPO-
BAHHOI0, B TOM YHCIIE CAY4YalHOro, AOCTyNa K HNEPCOHAIbHBIM JAHHBLIM, PE3Y/IbTaTOM KOTOPOTO
MOJKET CTaTh YHHUTOXKCHHE, H3MCHEHHME, OIOKHPOBaHHE, KOIMPOBAHHE, PACIPOCTPAHEHHE MEepPCo-
HaJIbHbIX JAHHBIX, 4 TAKKE HHBIX HECAaHKIIHOHHPOBAHHBIX JCHCTBHH.

Wudpopmauus U cBsI3aHHbIE ¢ HEH pecypehl JODKHBI OBITE NOCTYIIHBI JUIsl aBTOPH30BAHHBIX
nonbs3osarenei. JIOKHO OCYLIECTBISATHCS CBOEBpEMEHHOe OOHapy)XeHHe M pearMpoBaHHe Ha
VYBI1/1x.

JIOIDKHO OCYIIECTBISTHCS MPEAOTBPAILEHHE PEAHAMEPEHHBIX HIIH C1y4aiHbIX, YaCTHYHBIX
HJTM [TOJTHBIX HECAHKIMOHUPOBAHHBIX MOAU(DUKALWH UM YHHUTOKEHHS JaHHbIX.

CoctaB 00BEKTOB 3aIIUTHI IpencTanieH B [lepeuHe nepcoHaTbHBIX JAHHBIX, MOIIEKALIUX
3alIMTe.

Cocras UCI1/In nomnexauux 3amure, npeacrasied B Otdere o pesyiabTarax IpOBEICHHS
BHYTPEHHEH MIPOBEPKH.

2. O6aacrhb aeiicTBHSA

Tpe6oBanus nactosiueil [loMTHKA pacnpocTpaHAIOTCS HAa BCEX COTPYAHMKOB TexHHKyma
(UITATHBIX, BPEMEHHBIX, pabOTaIOMIMX MO KOHTPAKTY M T.IL.), @ TAK)XKE BCEX MPOYHX JIHIL (ITOAPSIH-
KH, QYJAUTOPHI U T.I1.).

3. CucreMa 3aIMThI EPCOHAIBLHBIX TaHHbIX

Cucrema 3auThl nepcoHaIbHbIX JaHHBIX (C3I1/IH), CTpOHTCA HA OCHOBaHHH:
- Oryera 0 pe3yabTarax [IPOBEACHUS BHYTPEHHEH NIPOBEPKH;




- [lepeunst nepcoHaNbHBIX JAaHHBIX, MOUICKAIMX 3AIIATE;

- Akra knaccudukanuu uHGOPMALHOHHON CHCTEMBI IEPCOHATBHBIX JaHHBIX;

- Mozenn yrpo3 6e30nmacHOCTH NepCOHANbHBIX JaHHBIX;

- Ilonoxenus o pasrpaHWYEHHH NpaB JOCTyNa K oOpabarbiBaeMbIM NMEPCOHANLHBIM JIaH-
HbIM;

- PyxoBosimx gokymentoB @CTIK u ®CB Poccun.

Ha ocHOBaHMM 3THX JIOKYMEHTOB OMNpeienseTcs HeoOXOAMMBIH YPOBEHb 3alIMIIEHHOCTH
[11a xaxno#t UCII/In Texnukyma. Ha ocHOBaHMHM aHanm3a akTyanbHEIX yrpo3 6esomacnoctr [1]]H
omucaHHOro B Mozenu yrpos u Ortyeta o pesysbrarax MpoBeJIeHHs BHYTPEHHEH IPOBEPKH, Iena-
eTcs 3aKIIOYeHHE O HEOOXOAMMOCTH HCIIO/Ib30BaHMS TEXHHYECKHX CPEJICTB M OPraHM3allHOHHBIX
meponpusaTuit 1 obecneyenus 6ezonacHoctu [1/1. Bribpaunsie HeoOX0MHMBIE MEPOTIPHATHS OT-
paxatorcs B [Tnane MmeponpusTuii no o6ecnedenuto samuthi I1/]a.

Jna xaxgost UCII[AH nomkeH ObITH COCTaBJIEH CIHMCOK HCIONb3YEMBIX TEXHHYECKHX
CPEICTB 3allUTHI, a TaK XKe MporpaMMHOro obecneuenus ydactayiomero B oopaborke I1/I1, Ha Bcex
anementax UCI/Iu:

- APM nons3oBareneif;

- CepBepa pHIIOKEHHH;

- CYBN,

- I'panuna JIBC;

- Kananos nepenayu B ceTH o01ero noib30BaHus ¥ (WiIH) MEXIyHApOIHOro oOMeHa, eclu
1o HuM nepexpatorcs [1/1H.

B 3aBucumoctu o1 ypoBHs 3amumenHoctd UCI/In u aktyansusix yrpo3, C3I1/In moxer
BKJIFOUATh CJIEAYIOLIHE TeXHHUECKHEe CPe/ICTBA:

- aHTHBHPYCHBIE CpeICTBa Ul pabounX CTAHIMH MOIb30BaTeNel H CEPBEPOB;

- CpeICTBa MEXCETEeBOr0 IKPaHHPOBAHHS;

- cpexcTBa Kpuntorpaduyueckoi 3amuTel HHGOPMALMH, NPH Mepejadye 3allnIaeMOi HH-
dbopmaniu 0 KaHAIAM CBSI3H.

Tak e B cHHCOK JO/DKHBI ObITh BKITIOYEHBI (YHKIMH 3aIUTHL, 00eceynBaeMbie MITATHbI-
mu cpeactBamu 0oOpabotku I1/la onepaumonnbMu cuctemamu (OC), npuknagaev 110 u crenm-
aJbHBIMH KOMIUIEKCAMH, PEaMM3yIOUIHMH cpeAcTBa 3amuThl. CIHUCOK (YHKIHM 3alMTHl MOXET
BKJIIOYATh:

- YNpaBACHUE U pa3rpaHUYCHHE JI0CTYIa M0I630BaTeNCH;

- PEruCTpalHIO H y4eT AeHCTBHii ¢ uH(popmamei;

- obecreyeHue HeNOCTHOCTH JaHHBIX;

- oOHapyKeHHEe BTOpKEHHH.

CnHCOK HCIONIb3yeMBIX TEXHUYECKHX Cpe/IcTB oTpaxkaeTcs B [Inane meponpusartuii no odec-
[EYCHHIO 3alMTHl NEPCOHANLHBIX JAHHBIX. CIIMCOK HCIONB3YEMBIX CPEJCTB JOJDKEH IOJUIepIKH-
BaThCS B AKTYaIbHOM COCTOsSHHH. [Ipu H3MEHEHHHM COCTaBa TEXHHYECKHX CPEJCTB 3alUUTHI WA
snementoB MCII/IH, cooTBeTcTBYIOIME H3MEHEHHs JOKHBI ObITh BHeceHbl B CITHCOK M yTBep-
JKJIEHBI pyKOBOAUTEIeM TeXHHKyMa HITH JIAIIOM, OTBETCTBEHHBIM 3a o0ecniedenne 3amuTsl [1/1H.

4. Tpedopanus k noacucremam C3I1/In

C3I1/Iu BKIro4aeT B ce0s e yoLIue NOACHCTEMBbI:
- yIpaBJieHHs AOCTYIIOM, PErHCTPAIHK H Y4eTa;
oOecredeHns LEeJOCTHOCTH U JIOCTYITHOCTH;

- aHTUBHPYCHOM 3aLIUTBI;

- M@)XCETEBOTO 3KPAHUPOBAHHS;

aHAJIN3a 3aNIMIIEHHOCTH;

oOHapy»XeHHs BTOP)KEHHIT;




- KpunrorpaduuecKoii 3auThL.

[Moncucremsr C3I1/11 umeroT paznuysbli QyHKIHOHAT B 3aBHCHMOCTH oT knacca UCIT/IH,
ONpe/ieIeHHOro B AkTe KiaccH@ukauuu HHPOPMAIMOHHOM CHCTEMBI MEPCOHAIBHBIX JAHHBIX.
Cnucok coorerctusi pynxunit noacucrem C3I1[In knaccy sammineHHOCTH npeacTasieH B [Ipu-
JIOKCHHHU.

4.1. IloxcucTempl ynpas/ieHHsI ZOCTYOM, PErHCTPALMHA H y4eTa

[loncucrema ynpapieHHs JOCTYNOM, PETHCTPALME H y4YeTa peHa3Ha4YeHa Ui peau3aiuy
cneayromuX QyHKImii:

- HACHTHHUKAIMH U IPOBEPKa NOTHHHOCTH CyOBEeKTOB JocTyna npu sxoae B UCIT Ta;

- WACHTH(QUKALKWY TEPMUHAIIOB, Y3JI0B CeTH, KAHAJIOB CBS3M, BHELIHUX YCTPOHCTB MO JIOTH-
YEeCKHM HMEHaM;

- UACHTHQWKAIMK [IPOrpaMM, TOMOB, Katajoros, (aiiios, samuceil, mosiei 3anuceit 1o
HMEHaM;

= PErucTpaluy BX0/a (BBIX0/1a) CyOBEKTOB OCTYIA B CHCTEMY (M3 CHCTEMBI), MO0 PErucT-
panus 3arpy3Kd H HHHIHAIM3al|H OlepallMOHHON CHCTEMbI U €€ OCTaHOBA.

- PETHCTpALMH NOMBITOK JOCTYNa MPOrpaMMHBIX CPEICTB (IporpamMM, MpoOLECCOB, 3amad,
3a/laHMil) K 3amuiaeMbIM ¢aitnam;

- PErucTpanuy MONBITOK JOCTYMA MPOrpaMMHbBIX CPEICTB K TepMHHAIaM, KaHAJaM CBS3H,
nporpaMmam, ToMam, Katajgoram, daiiam, 3amucam, noJsaM 3aIHce.

[logcucrema ympaBneHHs JOCTYIIOM MOMKET OBITH pealu30oBaHA € MOMOIIBIO IITATHBIX
cpencts obpabotku I1]/IH (onepauuonnbix cucteM, npunoxenuit ¥ CYBJI). Tak e moxer ObiTh
BHEJIPEHO CHELHAILHOE TEXHHYECKOE CPEICTBO MM HX KOMIUIEKC OCYIUECTBISIOMHAE JOMOTHU-
TENBHbIE Mepbl MO ayTeHTH(UKAIMKU ¥ KOHTpomo. Hampumep, npUMeHeHUE eQMHBIX XPaHUIIHII
YUYCTHBIX 3allUCEif MOJIb30BATENCH M PErHCTPALIMOHHON MH(OpPMAILMU, UCIOIb30BaHKHEe OHOMETPH-
YECKHX H TEXHHYECKHX (C MOMOLLBIO NIEKTPOHHBIX MPOIYCKOB) MEP ayTEHTHQHKALIMA U IPYTHX.

4.2. Tloacucrema obecrniedeHHs LHEJTOCTHOCTH H IOCTYIHOCTH

[Moncucrema obecniedeHus LENOCTHOCTH H DOCTYIMHOCTH NpeIHa3Ha4YeHa s obecrieueHus
eNOCTHOCTH H poctynHoctd 1/, nporpammusix u annapatHbix cpeacrs MCIIIn Texuukyma, a
TaK JKe CPEJICTB 3alllMThl, IIPH CJIy4aifHOM MM HaMEpEeHHOH MO TH(UKaIHH,

[Togcucrema peanu3yeTcsi ¢ MOMOILBIO OpPraHU3allid Pe3epPBHONO KOMMpoBaHUs 0Opabarbi-
BaeMbIX JaHHbLIX, a TaK K€ pe3epBHpoBaHHeM KitoueBbIX teMenToB UCTI/IH. -

4.3. IloxcucreMa aHTHBHPYCHOMH 3a1HTHI

[Togcucrema aHTHBHPYCHOW 3aLMTHI NpeJHA3HAYEHA A/l OOecrieyeHHsl aHTUBUPYCHOH 3a-
muTh! cepBepoB H APM nons3osareneit UCIT/n Texuuxkyma.

CpezacTBa aHTUBMPYCHO# 3al0UThI IPeJAHA3HAYEHBI JUIS peaTu3alliuy CIeylonmX (yHKIHH:

- Pe3U/ICHTHBIH AaHTUBHPYCHBIH MOHUTOPHHT;

- QaHTHBHPYCHOE CKaHHPOBAHHE,

- CKPHIIT-0JI0KHPOBAHHUE;

- [IEHTPAIN30BAHHYIO/yIAIEHHYIO YCTAHOBKY/JEHHCTAJUISLMIO AHTUBHPYCHOTO TNPOAYKTa,
HAaCTPOMKY, aZIMAHUCTPHPOBAHHUE, IPOCMOTP OTHETOB M CTaTHCTH4eCcKOH MHpopMauwuu 1o pabore
OpPOJIYKTa;

- aBTOMAaTH3UPOBaHHOE 0OHOB/IEHHE aHTHBHPYCHBIX 0a3;

- OTpaHHYEHHUE NpaB I0JIb30BATENS HA OCTAHOBKY HMCIIOJHSEMBIX 3a7a4 U M3MEHEHHs Ha-
CTpOEK aHTUBHPYCHOT'O ITPOrpaMMHOT0 obecredenus;

- aBTOMATHYECKHIi 3aIyCK cpa3y Mocie 3arpy3Ku ONnepalMoOHHON CHCTEMBI.
[Toacucrema peanu3syercs myTeM BHEAPEHHUS CNELHANBHOI0 aHTUBHPYCHOIO IPOrpaMMHOrO
obecrnieuenus Ha Bce dneMeHTsl UCIT/IH.

4.4. TloacucTeMa MeKCETEBOr0 IKPAHHPOBAHHS
[ToxcucreMa MeKCETEBOTO SKPAHHPOBAHHS TpeJHA3HAYeHA JUIS PealH3allu CIeYIOIHX

GYHKLMIHA:




- (pmIIBTpaUH OTKPHITOTO H 3auppoBaHHOTO (3akpeiToro) [P-tpaduka;

- (uKcaunH BO BHYTPEHHHX XypHalax HH(OpMamu# O NPOXOASAIIEM OTKPHITOM H 3aKphi-
ToMm [P-Tpaduke;

- WAeHTH(HKAIMA H ayTeHTHQUKALMH aMHHHCTPATOPa MEXKCETEBOTO YKPaHa IpH ero Jo-
KaJIbHBIX 3allpocax Ha JOCTYIT;

- PErHCTpalMK BXOJIa (BbIXONA) aIMHHHCTPATOPa MEKCETEBOro 9KpaHa B CHCTEMY (H3 CHC-
TeMBbl) THOO 3arpy3KH ¥ HHHIIMATH3AIMK CUCTEMbI H €€ TIPOrPaMMHOT0 OCTAaHOBA;

- GuibTpauMK nakeToB CITy)eOHBIX MPOTOKOIOB, CYXKAINKX IS AMATHOCTHKH H yIpaBIie-
HHs paboTOH ceTeBBIX YCTPONUCTB;

- (unsTpanEK ¢ y4eToM BXOJHOTO M BBIXOJHOTO CETeBOro MHTepdeiica Kak cpeicTBa mpo-
BEPKH MOJUTHHHOCTH CETEBBIX apecoB;

- PErMCTpalliy ¥ yueTa 3anpalriBaeMbIX CePBHCOB MPHKIAIHOTO YPOBHS;

- G0KHpOBaHHA OCTYNAa HEHJACHTHOHIIMPOBAHHOTO 00BEKTa HIH CYObeKTa, MOIHHHOCTD
KOTOPOTO MpPH ayTeHTU(HKALMH He TI0ATBEPIUIACh, METOIAMH;

= KOHTPOJIA 33 CETEBON aKTHBHOCTBIO NPHIIOKEHHH 1 0OHApYKEHHS CETEBBIX aTaK.

[Toncucrema peanusyercst BHEAPEeHHEM IPOrPaMMHO-AIIAPATHBIX KOMILIEKCOB MEKCETEBO-
ro skpanuposanus Ha rpauune JICB, kiaccom He HExe 4.

4.5. IToacueremMa aHATH3A 3AIHIIEHHOCTH

[Toncuerema aHanu3a 3alHIIEHHOCTH, JO/DKHA 00ECIEUHBATH BBHIABJICHHS YA3BUMOCTEH,
cBs3aHHBIX ¢ omubkamu B koHburypamuu [10 UCIIIH, koTopbie MOTYT OBITH HCIIOIB30BAHEI Ha-
PYLIMTENEM JUISl peaM3allHH aTaKH Ha CHCTEMY.

QyHKIHOHAT TOACHCTEMBl MOXET OBITh pealli30BaH NPOrpPaMMHBIMH H IPOIPAMMHO-
anmapaTHLIMH CPEICTBAMH.

4.6. [Toacucrema obnapy’KeHHst BTOPKeHHii

INoxcucrema oOHapyKeHUsi BTOp)KEHHH, A0JDKHA oOecreyuBaTh BBISIBICHHE CETEBBIX aTak
Ha anemeHThl UCIIJIH mojakmoyeHHble K ceTsM o0Iero mosjb3oBaHus M (MIIH) MEXIYHAPOIHOrO
obmena.

@OyHKIHOHAT IMOACUCTEMBI MOXeT OBITh peayin30BaH MPOTPaMMHBIMH H TPOrpaMMHO-
anmapaTHbIMH CPEICTBAMH.

4.7. lloxcncrema kpunrorpaduuecKoi 3aHTHI

[Toacucrema kpunrorpapuyeckol 3aluThl mpeaHasHadyeHa s uckmodenus HCJl k 3a-
muiaemoit uadopmaruu B UCITIn Texuukyma, npu ee nepeadu o KaHaiaM CBS3M ceTei obLue-
0 NOJIb30BaHus U (MIIH) MEXAYHApPOAHOro oOMeEHa.

[Toncuctema peanu3yercs BHEIPEHHEM KpPUNTOrpadHMuecKHX IpOrpaMMHO-annapaTHbIX
KOMILIIEKCOB.,

5. loas3oBarean UCIIn

B Konnenuun uHGOpMaLMOHHOH 0e30MacHOCTH ONpe/ielieHbl OCHOBHBIE KATErOPHH TOJb-
3oBareneil. Ha ocHOBaHMH 3THX KaTeropHu A0JDKHA OBITH MPOM3BE/ICHA THIIM3ALUS T10IB30BaTeNeH
UCI1/In, onpeneneH HX ypOBeHb 0CTYINA ¥ BO3MOXKHOCTH.

B UCII[Iz TexHukymMa MOXKHO BBIAEIHTE CJACHYIOUIME TPYIIIBI 0Jb30BaTENCH, YIaCTBYIO-
X B obpaboTke u xpanerauu I1/{x:

- Apmununcrtparop UCII 4,

- Oneparop APM;

- AZIMMUHHCTPATOpP CETH;

- Texnuyeckuii cnennanmuct no obcayKuBaHuio nepudepuitnoro 060py10BaHMSL

- IIporpammuct conposoxaenust UCIT/IH.

JlaHHBIE O rpynmax [oJb30BaTeNsAX, YPOBHE HMX JOCTyNa ¥ MHPOPMHUPOBAHHOCTH NOJDKEH
ObITh OTpaxeH B [lonoxeHue o pasrpanuueHUyM MpaB AOCTYNa kK 0OpadaThiBaeMbIM I€PCOHATBHBIM
JIAHHBIM.
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5.1. Aamuancrparop UCIIAn

Anvunuctparop UCII[IH, cotpyauuk TexHuKyMa, OTBETCTBEHHBIH 3a HACTPOUKY, BHEJpe-
Hue u conposoxnenue MCII[In. O6ecneunBaeT (GyHKIHOHHPOBAHHE NOICHCTEMBI YIPABJICHHS
nocrynom UCIT/Ia 1 ynoIHOMOYEH OCYIIECTBISATH NPEAOCTABICHAE H Pa3rpaHHYEHHe J0CTyNa Ko-
HeyHoro noJk3osares (Oneparopa APM) k aneMeHTam, XpaHsuM NepCOHAIbHBIE JIaHHbIE.

Amvunuctparop UCII/IH o6nanaer cieayromum ypoBHEM J0CTYNA U 3HAHUM:

- obnanaer mosiHOH HH(pOpPMaLMEH O CHCTEMHOM H NIPUKIAJHOM IPOrpaMMHOM obecrieye-
Huu UCIT1x;

- obnanaer nonHOM uHpOpMalHe 0 TeXHHYECKHX cpeacTBax U Kouburypamun UCIT TH;

- HMEET JOCTYIl KO BCeM TEXHMYECKHM cpejicTBaM 00paborku HHGOpMAUMH H JaHHBIM
UCIk;

- obnazaer npasBamu KOH(MTYPHPOBAHHS M aJMHHHCTPATHBHON HACTPOHKM TEXHHYECKHX
cpeacts UCIT/TH; :

- HMEET JIOCTYI K CPECTBaM 3alMThl HHOOPMAIMH U IIPOTOKOIMPOBAHHUS M K YaCTH KITIOYe-
BbIX 3nemeHToB UCTI/IH.

Anvunaucrparop UCILIH ynonHomoueH:

- pealM30BBIBAThH MOJUTHKHM Oe3onacHocTH B yactu Hactpoiiku CK3U, MexceTeBbIX dKpa-
HOB M CHCTEM OOHapy)K€HMs aTaK, B COOTBETCTBHH C KOTOPBIMH MOJib30BaTenb (Onepatop APM)
MoJIy4aeT BO3MOKHOCTE paboTars ¢ anementamu UCTI/nH:

- OCYUIECTBISTH ayIAT CPEJCTB 3aLIUThI;

- YCTaHaBIMBAThL JOBEPUTE/IbHBIE OTHOIICHHS CBOEH 3alMIIEHHONW CETH C CeTAMH APYrux
YupexaeHui.

5.2. Oneparop APM

Oneparop APM, cotpyauuk Texaukyma, ocymectistouuii obpaborky I11n. O6pabotka
[1/l1 B/TROYaeT: BO3MOXKHOCTE nipoeMotpa [1/1H, pyunoit Beoa IT[Ia B cucremy UCII[H, dopmu-
pOBaHHE CNPaBOK M 0T4YETOB 1o nHpopmauuu, nonyyeHnon u3 VCI1Jl. Oneparop He uMeeT NOJIHO-
MOYHH 115 ynpaBiieHus noacucreMaMu oopaborku ganusix u C3I1/H.

Omneparop UCITIu obnanaer ciaeayroliuM ypoBHEM J0CTYTIa U 3HAHHH:

- obnamaer BceMH HeOOXOAMMBIMH aTpudyTamu (Hampumep, naposuem), obecrneunBarOIAMH
JIOCTYT K HEKOTOpOMY noaMHOXecTBY I1/1H;

- pacrionaraeT KOHQHACHIHAIBHEIMH JaHHBIMH, K KOTOPBIM HMEET AOCTYM.

5.3. AAMHHHCTPATOP CETH

AJIMHHHCTPATOP CETH, COTPYAHUK TeXHUKyMa, OTBETCTBEHHBIN 3a (yHKIIMOHUPOBAHUE Te-
nexkomMmyHukanuonHol noacucremsl UCII/(H. AxvuHuCTpaTop CeTH HE MMEeT MONHOMOYMM A
ylpasJIeHUs [oJicucTeMaMu 00pabOTKH AaHHBIX H 0€3011aCHOCTH.

AZMUHHCTpATOp ceTH 06alaeT caeayoUUM YPOBHEM AOCTYIA U 3HaAHHIH:

- obnazaeTt 4acThio HHOOPMALIHK O CUCTEMHOM U IPUKJIATHOM [IPOrpaMMHOM 00eCIeHeHUH
UCTIg;

- obnazaer yacTbio HHGOPMAIHU O TEXHHYECKHX cpejicTBax u KoHpurypauuu UCIIH;

- UMeeT (PHU3MUECKHUI JOCTYN K TEXHHYECKHM cpejacTBaM 06paboTku uHpOpMALUK U Cpell-
CTBaM 3allUTHI;

- 3HAET, 110 MEHBLICH Mepe, OJHO JIETaIbHOE UM JI0CTYIIA.

5.4. Texuuuecknii cnennaaucT no obeayxuBannio nepudepuiinoro obopyaoBanus

TexHanueckuit crenuantucT 1o o0CIyKUBaHUIO, COTPYAHUK TEXHUKyMa HIIM CTOPOHHEH Op-
raHU3al{H, OCYILECTBIAET 00CIyKUBaHUE W HACTPoiiky mepudepuiinoro obopynosanus UCI1/In.
Texnugeckuii cnenmaaucT no obcayxuBaHuiO He uMeeT aoctyna K [1/[H, HEe AMeeT monHOMOYHH
JUISL YIIPaBJICHHA MoACHCTEMaMu 00paboTKH JaHHBIX ¥ O€30MacHOCTH.

TexHuveckuil creuramuct 110 0O6CayKUBaHUIO 00Ja1aeT CIEAYIOUMM YPOBHEM JOCTYNa U
3HAHWM:

- obnamaer yacThi0 HHGHOPMAIIMM O CHCTEMHOM M MPHKJIAJHOM ITPOrpPaMMHOM 00€CTeueHHH

UCI1H;
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- obnanaer yacTpio HHPOPMALMH O TEXHHYECKHX cpeacTBax u Konburypauuu UCI/(x;

- 3HAET, 110 MEHBIIEH Mepe, OHO JIeraTbHOe UMS AOCTYIIA.

5.5. lIporpammuct conpopoxkaenuss UCI1n

ITporpaMMHCTEI CONPOBOXIACHHUS NPHKIAIHOrO MPOrPaMMHOTO obecreuenus obecrneunBpa-

IOT €ro CONPOBOXACHHE Ha 3amuiaemMoM obbekrte. K ganHOM rpynmne MOryT OTHOCHTLCS KaK CO-
TPYIHUKH TeXHUKyMa, TaKk U COTPYAHHUKH CTOPOHHHX OpraHu3allmii.

JIuuo 3Toit Kateropuu:

- obnagaer mupopmanuei o6 anropuTMax u mporpammax o6paGoTKH MH(OpMaLMH Ha
WUCITH;

- o0nazaeT BO3MOKHOCTAMHI BHECEHHS OIIMOOK, HeIeK/IaPHPOBAHHBIX BO3MOXKHOCTEH, Ipo-
TpaMMHBIX 3aKJIaJI0K, BPEJIOHOCHBIX ITporpaMym B nporpammuoe obecnevyenne UCTI/{u Ha cranuu ee
pa3pabOTKH, BHEAPEHUS H CONPOBOKICHHUS, :

- MOJKET pacronarath Jo0sME (parMenTamyu uHGopMauun o Tononoruu UCIIIH u Tex-
HHYeCKHX cpeacTBax o0paborku u 3amumtel [1/1H, o6pabarsiBaemeix B UCTT/IH.

6. TpeGoBaHus K nepcoHaay no obecnedennio samursl I1/n

Bce corpyasuxn Texuukyma, spastommecs noss3osarensmu WCIIJIH, ZODKHBI 4YeTKO
3HaTh M CTPOrO BBHIIOIHATH YCTAHOBJICHHBIC NPaBHIa H 00A3aHHOCTH MO JAOCTYIY K 3allMIacMbIM
obbeKkTaMm 1 coOMONEeHUIO NMPHHATOrO pexknma bezonacHoctu I1/1H.

[Ipy BCTyMUIICHMH B JOJDKHOCTH HOBOIO COTPYZHHKA HENOCPEICTBEHHBIH HaYaJbHUK MO~
pazzieneHus, B KOTOPOE OH MOCTynaer, 00g3aH OpraHM30BaTh €r0 03HAKOMIIEHHE C JOJDKHOCTHOM
MHCTPYKIMEeH M HEOOXOAUMBIMH JOKYMEHTAMH, PErIaMeHTUPYIOUMMH TPeOOBAHHA 110 3alUTE
IT/1H, a Takxe oOydeHHe HaBbIKAM BBITIOJIHEHUS MPOUEAYP, HEOOXOMUMBIX Ul CAaHKIMOHUPOBAH-
Horo ucnonb3zoBanug UCIT/Ix.

CotpyaHHK HOomKeH ObITh O3HAKOMJICH CO CBEIeHUSIMHM HacTosme# [TOMHTHKH, TPUHATHIX
npouexnyp pabotsl ¢ anementamu UCITa u C3I1/1H.

Corpynuuku TexHukyma, HCHONB3YIOLHE TEXHUYECKHE CPeJICTBA ayTeHTH()UKAIMHU, TOIIK-
HbI 00ecrevynBaTh COXPaHHOCTh UACHTH(HUKATOPOB (INEKTPOHHBIX KIHo4ueil) u He ponyckars HCJI k
HHUM, a TaK € BO3MOXXHOCTb MX YTE€PH HJIM UCMOJIb30BaHUA TpeTbHMH NMuIaMu. [Tonp3oBarenu He-
CYT MEPCOHANIBHYIO OTBETCTBEHHOCTD 3@ COXPAHHOCTH HAECHTH(MHKATOPOB.

Cotpynuuku TexHMKyMa JO/KHBI CII€0BATh YCTAHOBACHHBIM NIPOLEAYPaM IOIEPKaHUs
pexxuma GeszonacHocTd [1/lH npu BeIOOpE U UCIOMB30BAHUM Naposieii (ecM He UCTONB3YIOTCS TeX-
HHYECKHE CPEACTBA ayTeHTU(UKALIH).

Cotpynnuxku YdpexJaeHus I0/DKHBI obecreyuBaTh HaUIekKallyro 3aluTy o0opyaoBaHuS,
octaBnsieMoro 6e3 mpucMoTpa, 0COOEHHO B TeX CllydasiX, KOrja B NOMEmEeHHe HMEIOT JOCTYI IOo-
CTOpOHHHE Jnua. Bee nonb3oBaTeny A0KHBI 3HaTh TpeboBanus no GezomacHoctu [1/IH # mpoue-
IypH! 3aLUTHI 000pyI0BaHHsA, OCTaBIEHHOro 0e3 npucMoTpa, a TaKke CBOM 00s3aHHOCTH no obec-
MEYEHUIO TAKOH 3alUTHIL.

CorpyaHukaM 3ampeuiaercs ycTaHaB/IMBaTL IOCTOPOHHEE INporpaMMHoe obecrnedeHue,
MOJK/IIOYATh JINYHBIE MOOWIIbHBIE YCTPOHCTBA H HOCHTEIX HH(OpPMALUK, a TaK jKe 3alUChIBATh Ha
HHX 3alUIIaeMYI0 HHbOpMAIIHIO.

CotpynnukaM 3ampeliaeTcs pasrjaiiarh 3alldiaeMylo MH(pOpPMaIUIo, KOTopas craja HM
u3BecTHA NpH paboTte ¢ HHPOPMALHOHHBIMH CHCTeMaMH TeXHHKyMa, TPEThHM JIHLAM.

[Ipu pabore ¢ [1[ln B UCII/In cotpyauuku Texnukyma oOs3aHbl 0O6ecneduTh OTCYTCTBHE
BO3MO3KHOCTH 1pocMoTpa [1JIH TperbuMu munamMu ¢ MOHEHTOpOB APM MM TEpMUHAIIOB.

[1pu 3asepmennn paborel ¢ UCIT/{n cotpyanuku o6s3ansl 3amutaTe APM MM TepMHHAIBI
C MOMOLIbIO OIOKHPOBKH KJIIOYOM HJTH 3KBHBAJEHTHOTO CPEICTBA KOHTPOJISA, HAlpUMEp, JI0CTYIIOM
TI0 TIapoJIio, €CJIH HE HCIOJIL3YIOTCS OoJiee CHIIbHBIC CPEICTBA 3aLHTHI.

Cotpyaunkn TexHukyma QOKHBI ObITh MPOUHGOPMUPOBAHEI 00 yrpo3ax HapyHieHHs pe-
kuma OezonacHocTH [1/IH M oTBeTCTBEeHHOCTH 3a ero Hapyuenue. OHH J0JKHBI OBITH O3HAKOMIIE-
HBI C YTBEPXKACHHOH GopManbHON IMpoUeAypOoi HAJOKEHUS AMCHHMIUTMHAPHBIX B3bICKAHUH Ha CO-
TPYOHUKOB, KOTOpPBIE HAPYILHIIH IPUHSTHIE MOJUTHKY U nmpoueaypsl 6e3onacuoctu I1/1H.
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Cotpynnuku o6s3anbl 63 mpoMenneHus coobiars 060 Beex HaOMOAAEMBIX WIH MOA03PH-
TenbHbIX ciydasx paborer MCIIJIH, MOrylmx noBjedsb 3a coboil yrpossl 6ezomacuoctu I1/1H, a
TaKKe O BBIABICHHBIX MMM COOBITHSX, 3aTparuBaronux 6e3omacHocTts [1]]H, pykoBOACTBY moapas-
JIeJIeHNUs U JIMIY, OTBEYAOIIEeMy 3a HEMEJICHHOE pearipoBaHue Ha yrpo3sl OezonacuoctH [1/1H.

7. JoxxuocTHBIC 00si3aHHOCTH noab3oBaTeneit UCIIIu

HomxHocTHbIe 00s13aHHOCTH Mosb3oBaTenelt MCIL/IH onucaHsl B CAEAYIOMAX JOKYMEHTAX:
- UncTpyknus anmunuctparopa MUCIT/IH;

- Mnctpykims nons3osarens UCTTdx;

- MHCTpyK1us N0IB30BaTeNs IPU BOSHUKHOBEHUH BHEUITATHRIX CUTYALUH.

8. OrBercTBennocTh coTpyanukoB UCII/In Texuuxyma

\

B cootserctBum co cr. 24 @enepansHoro 3zakona Poccmiickoit ®enepaumu ot 27 HIONA
2006 T. Ne 152-®3 «O mepcoHaNBHBIX TaHHBIX) JIHIA, BAHOBHLIE B HAPYIIEHHH TpeboBaHMil naH-
Horo @enepanbHOrO 3aKOHA, HECYT I'PaXKAAHCKYIO, YTOJOBHYIO, aIMHHHUCTPATUBHYIO, MMCIHILIN-
HApPHYI0O M HMHYIO TPEAyCMOTPEHHYIO 3aKOHOJatenscTBOM Poccuiickoit denepaiuu OTBETCTBEH-
HOCTb.

HeiicTBytomee 3aKoHOAATENbCTBO P@ mo3BosieT mpenssaBisTh TpeboBanus no obecneue-
HUIO Oe3onacHoi paboTsl ¢ 3aiuiaeMoil uHbopManueil U NpeaycMarpuBaeT OTBETCTBEHHOCTH 3a
HapylIeHHe YCTaHOBJICHHBIX TIPaBWJ 3KcIUTyaTanud DBM U cucTteM, HempaBOMEpPHBIH IOCTYI K
HHQOpMAIUH, €CIH 3TH ACHCTBUS NMPUBENIH K YHHUTOKEHMIO, OJIOKHPOBAHUIO, MOAM(DUKAI[UH HH-
(dopmauuu ik HapymeHuto paboter 9BM mnu certeit (ctaten 272,273 u 274 YK PO).

Anvmunuctpatop UCII/H HeceT OTBETCTBEHHOCTh 3a BCE ACHCTBHS, COBEPIICHHBIC OT UME-
HH MX YYETHBIX 3alMCel UM CUCTEMHBIX YUETHBIX 3allUceif, eclii He JoKa3aH (akT HeCaHKIIHOHHU-
POBaHHOT'O MCIIONF30BAaHMS YUETHBIX 3alHceii.

[Ipn Hapymenusx corpyaunkaMu Texnukyma — mosas3oareneit MCIIa npasun, cBsa3aH-
HbIX ¢ 6e3omacHOCThIO [1/IH, OHM HECYT OTBETCTBEHHOCTh, YCTAHOBICHHYIO AEHCTBYIONIMM 3aKOHO-
narensctBoM Poccuiickoi @enepanuu.

[IpuBeneHHble BhIIe TpeOOBaHHS HOPMATHBHBIX JOKYMEHTOB IO 3aIIuTe HH(pOpMAIUH
JIOJDKHBI OBITH OTpaXkeHbI B [lonoxkeHUsX 0 moapasneneHusx TexHuKyMa, OCyIeCcTBISIIomuX obpa-
6otky I11a B UCI1/IH 1 HOKHOCTHRIX HHCTPYKIUSX COTPYAHUKOB TexHukyMa.

Heob6xonumo BHecTH B [Tonoskerus o noapasaeneHusx TeXHUKyMa, OCYIIECTRISIIOIINX 00-
pabotky I1/1a B UCI1/IH cBeneHns 06 OTBETCTBEHHOCTH HX PYKOBOAMTENEH U COTPYAHUKOB 32 paz-
[JIalIeH’e U HECAaHKIMOHUPOBAaHHYIO MoaubuKanuio (uckaxenue, danscuduxanuo) [1/11, a Takxke
3a HENpaBOMEPHOE BMELIATENILCTBO B IPOIECCH UX aBTOMATH3UPOBAaHHOM 00paboTKH.

9, CiHCOK HCIO0JIb30BAHHLIX HCTOYHUKOB

OcHOBHBIMH HOPMATUBHO-NIPABOBBIMH W METOJMYECKUMHU JJOKYMEHTAMH, HAa KOTOPBIX Da3u-
pyercs Hactosee [lonoxeHne SBISIOTCS:

1. ®enepansusiit 3akon ot 27.07.2006 r. Ne 152-03 «O nepcoHanbHBIX JaHHBIX)» (Hanee — O3
«O TepcoHATBHBIX AAHHBIXY), YCTAHABIHBAIOIIUN OCHOBHBIE NPHHLMIIEI U yCJIOBUS 0o0Opa-
6otku I1/IH, mpaBa, 0043aHHOCTH M OTBETCTBCHHOCTh YUACTHHKOB OTHOIICHHH, CBSI3aHHBIX
¢ obpadotkoii I1/1H.

2. «[lonoxenne 06 obecneueHuH 6e30MACHOCTH MEPCOHANBHEIX JAaHHBIX MPH HX 00paboTke B
UH(POPMAIMOHHBIX CHCTEMax NEepCOHANBHBIX MaHHBIX», yTBepikaeHHoe [locTaHOBIEeHHEM
[Tpapurenscrsa PO or 17.11.2007 r. Ne 781.

3. «ITopsmox mpoBeaenus knaccuduxanuu UHGOPMAIMOHHBIX CHUCTEM INEPCOHANIBHBIX JIaH-
HBIX», YTBepkIeHHbIH coBMecTHRIM [Ipnkazom @CTOK Poccun Ne 55, ®Cb Poccnu Ne 86
1 MunuadopMmcesa3zn PO Ne 20 or 13.02.2008 r.

4, «llonoxenue 06 ocobeHHOCTAX 00pabOTKM MEPCOHANBHBIX AAHHBIX, OCYLIECTBIsEMON 6e3
HCIIOJIb30BAHUS CPEJICTB aBTOMAaTH3anumn», yreepxaeHHoe [ToctanoBnenunem [IpaBurenscT-
Ba PO ot 15.09.2008 1. Ne 687.



10.

«TpeboBanusi Kk MaTepHaIbHBIM HOCHTEIAM OHMOMETPHYECKMX MEPCOHANBHBIX JAHHBIX H
TEXHOJIOTUSM XpaHEeHHs TAaKHX JaHHBIX BHE HH()OPMALIMOHHBIX CHCTEM NEPCOHATBHBIX AaH-
HBIX», yTBepKaAeHHbIe [locranoBnerueM [IpasutensctBa P® ot 06.07.2008 r. Ne 512.
HopMmaTtuBHO-MeTOAMYecKHe NOKyMeHTHl DeepanbHO# cyKObl 0 TEXHUYECKOMY H 3KC-
neprHoMy KoHTpoio Poccuiickoit @enepanuu (nanee - PCTIK Poccun) no obecrneueHmro
6e3onacuoctu 111 npu ux o6paborke 8 UCIT/IH.

Pexomenpanuu no obecrneyeHnto 6e30MacHOCTH MEPCOHATBHBIX JaHHBIX IIPH HX 00paboTke
B HHOPMaLHOHHBIX CUCTEMaX MePCOHANBHBIX JaHHBIX, YTB. 3aM. mupektopa ®CTOK Poc-
cuu 15.02.08 r. (JICID).

OCHOBHBIE MEPONPHATHS MO OPraHU3AMH H TEXHHYECKOMY OOECIeueHHI0 Ge30I1acHOCTH
NEPCOHANBHBIX JAHHBIX, 00pabaThIBAEMBIX B HH(POPMALHOHHBIX CHCTEMAaX MEPCOHATBHBIX
JaHHBIX, yTB. 3aM. aupekropa ®CTOK Poccun 15.02.08 r. (JICI).

Ba3zopast Mozenb yrpo3 6e30macHOCTH NepCOHANBHBIX JaHHBIX pH uX 06paboTke B HHMOP-
MAaIMOHHBIX CHCTEMax IIEPCOHANbLHBIX NaHHBIX, yTB. 3aM. aupekropa ®CTDIK Poccum
15.02.08 r. (JACII).

Meronuka onpeaencHus akTyalbHBEIX yrpo3 0e30I1aCHOCTH MEPCOHATBHBIX JaHHBIX HPU UX

00paboTke B MH(OPMANMOHHBIX CHCTEMAX IEPCOHAIbHBIX JAHHBIX, YTB. 3aM. JHPEKTOpa
OCTOBK Poccun 15.02.08 r. (JICII).
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Ipunoxenne

1. e

VIIPABJIE NOCTYIION

Peaim3oBars HAeHTH(UKAIHIO U TPOBEPKY MOUTHHHOCTH CyOB-
€KTOB J0CTYIIa NpH BXOJE B onepannonHyio cucremy UCIT/In
T10 TTApPOJIK0 YCIIOBHO-IIOCTOSSHHOI'O JEeUCTBUS, JUTHHOM He MeHee
IIECTH OYKBEHHO-IIH(POBBIX CHMBOJIOB;

npu Haymuuk noaxkmodenus UCTI/IH k cerssm obuiero nons3o-

He amxe 5-ro

2. BaHU$ JIOJDKHO NPHMEHSATHCS MEKCETEBOE SKPAHNPOBAHHE. YPOBHS 3allH-
EHHOCTH

Jnst obecrieuenus Ge3omacHoro MexcereBoro Bzaumoeiicrsus | He Huxke 5-ro

3. B UCII/Ix 11 pa3HBIX KJIacCOB HEOOXOAUMO HCIIOJIB30BAaTh YPOBHS 3aIIH-
MDO. IICHHOCTH

Peanusosats une

BO3JIE
F o3 e R 3

HTH(QHUKALUIO ¥ ayTeHTHGUKAIHIO CyOBbeKTOB
JIOCTYIa IIPH BXO/I€ B CPEJICTBO 3aIMTEI OT IPOrPaMMHO Mare-
maTtuueckux Bosaeiicrauii (IIMB) u nepen BeImoNHEHUEM HMH
mMoOBIX onepauuii Mo ynpasaeHHIO QYHKIHIMH Cpe/ICTBa 3allH-
Th1 0T [IMB 1o naposmo (W14 ¢ HCroIb30BaHHEM HHOTO MeXa-
HHU3Ma ayTeHTU(HKALIMHK) YCIOBHO-[TOCTOSAHHOTO JICHCTBHUS [UTH-
HOI He MeHee 11eCTH OYKBEHHO-1IH()POBBIX CUMBOJIOB;

Ocy1iecTBasTh KOHTPOJIb JIFOOBIX AeicTBui CyOBeKTOB JocTyna
MO YIpasiaeHuIo (GYHKIUIMHU cpeactsa 3aumThl 0T [IMB Tonbko
110CJI€ MPOBEICHUS €ro YCHeNHOH ayTeHTH(hHKALNH;

[TpeaycMoTpeTs MeXaHH3MEI OJIOKHPOBaHHS JOCTYNA K CPeICT-
BaM 3amuTe! oT [IMB npy BeIMOIHEHHH yCTaHABINBAEMOTO

YHUCJa HEYJAYHLIX ITONIBITOK BBOJA [1ap0Jid,

OcymecTBIAThH perucTpanuio BXo/a (BeIxoaa) cyobeKTa JoCTy-
na B cucteMy (M3 CHCTEMBI), THOO PErHCTpaMIO 3arpy3KH U
HHHULAAIA3AMH ONIEPAITHOHHOH CHCTEMBI U €€ IIPOrpaMMHOIO
octaHoBa. Perucrpauns BbIX04a U3 CHCTEMBI HIIH OCTAHOBA HE
IIPOBOAUTCS B MOMEHTHI anmaparyproro orkmouenus UCITx.
B mapamerpax perucrpaiuu yka3bIBalOTCs aTta U BpeMs BXoJa
(BbIXOMa) CyOBeKTa IOCTYNA B CHCTEMY (M3 CHCTEMBI) HIIH 3a-
Ipy3KH (OCTaHOBA) CHCTEMBI;

[IpoBOANTE yueT Bcex 3alIMIIaeMbIX HOCHTENeH HHPOpMaLHH ¢
MOMOIIBIO UX JTFOO0H MapKUPOBKH M C 3aHECEHUEM YUYETHBIX
JAHHBIX B KYpHAaJI (YYETHYIO KapTOUKY);

[TpoBOIUTE perucTpamuio BXoAa/BbiX0/1a CyOBEKTOB JI0CTYTIA B
cpencTBo 3awuTel 0T [IMB, perucTpanuio 3arpy3Ki 1 HHAIHA-
JTM3AMMHA 3TOr0 CPe/ICTBA U €€ NPOrpaMMHOro OCTaHoBa. B ma-
pameTpax perucTpaiyy yKasbplBaeTcs BpeMs H JaTa BXO-
Ja/Berxona cybbexra goctyna B cpeacTso 3amuThl o1 [IMB nn
3arpy3KH/0CTaHOBA HTOr0 CPEACTBA, a TAKKe HACHTH(UKATOP

cyOBeKTa 1ocTyna, HHUIIMUPOBABIIEro JaHHbIE NeHCTBHS;
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[TpoBoauTs perucTpario coOBITHI TPOBEPKH H OOHAPYKEHUS
IIMB. B napameTtpax perucTpaiuu yKa3blBalOTCs BpeMs U Jata
npoBepkH uin obHapyxernus [IMB, unentudukarop cybbekra
JOCTYIa, HHUIIMUPOBABIIErO JaHHbIE IEHCTBUS, XapaKTep Bbl-
MIOJTHSIEMBIX JICHCTBHI 10 MpoBepKe, TUN 0OHApyXeHHOH Bpe-
AoHocHO# nporpammel (BII), pesynbtaT feHcTBuii cpeacrsa
3l Thl 110 O0KkHpoBanuio [IMB;

IIpoBOAMTE perucTpanuio coObITHIA 10 BHEJAPEHHUIO B CPEACTBO
sammuThl 0T [IMB nakeros o6HoBIeHuil. B napamerpax peruct-
palluy yKa3bIBAalOTCA BpeMs H Jiata OOHOBIECHHS, HACHTH(HKA-
TOp CyOBEKTa 10CTyNa, HHHIMHPOBABIIEr0 JAHHOE NEHCTBHE
BEPCHs U KOHTPOJIbHAsI CyMMa Nnakera 0OHOBICHHUS;

[TpoBoauTh perucrpanuio coObITHI 3anycka/3aBepieHus pa6o-
TBI MOJ1yJIe# cpejicTsa 3amuThl o1 IIMB. B mapamerpax peruct-
pallMy yKa3bIBalOTCS BPeMS H JaTa 3alycka/3apepuieHus pabo-
Thl, HACHTUUKATOP MOy s, HAeHTH(UKaTOp cyOBeKTa JocTy-
na, UHUIHMPOBABILIETO JaHHOE JIeHCTBHE, pe3y IbTaT 3aIryc-
Ka/3aBepIiueHus paboTsr,

[IpoBoaNTE perucTpanuio coObITHIT MONBITOK IOCTYIA PO-
rPaMMHBIX CPEACTB K MOAYJISIM cpezcTBa 3aumTsl oT [IMB nin
CrHelHaIbHBIM JIOBYIIKaM. B mapaMeTpax perncrpanuu ykasbl-
BAlOTCSl BpeMs H JlaTa MONBITKU J0CTYyIa, HAeHTU(GHUKATOP MO-
Iynst, UACHTU(HKATOP U crennpHKaus MOy CpeCTBa 3a-
mTe! 0T [IMB (cnenmanbHoO# TOBYLIKH), pe3yIbTaT MOMNBITKH
JIOCTYTIa;

OOGecneynThb 3aIIHTY JaHHBIX PErHCTPALMH OT HX YHHUYTOXE-
HUS WIH MOAU(DUKALMK HAPYIINTETIEM;

PeanusoBars MexaHH3MEBI COXpaHE€HHS JAaHHBIX PETHCTPAllHH B
Clly4dae COKpPAallCHHA OTBEJICHHLIX 110/l HUX PECYPCOB,

10.

Peanu3oBaTh MeXaHH3MBI IPOCMOTPA M aHAJIN3a JAHHBIX Peru-
CTpalMy ¥ UX (PUIBTpAIMH 110 3alaHHOMY Habopy IapamMeTpoB;

11,

[IpoBOANTE aBTOMATHYECKHH HEMPEPHIBHBIA MOHHTOPUHT CO-
OBbITHH, KOTOPBIE MOTYT SIBIATBCSA NMpUUHHO peanu3anun [IMB
(co3nanue, peJaKTHPOBAHHKE, 3AMUCh, KOMITWIAHSA 0OBEKTOB,
KOTOpPBIE MOTYT cojep:kath BII).

12,

Peanu3oBaTh MEXaHH3M aBTOMATHYECKOI0 aHAIM3a JAHHBIX pe-
rucTpanuu no mabdiaoHaM TUNOBLIX npossaeHui [IMB ¢ aBto-
MaTHYECKHM MX OJIOKHpOBAaHHEM M YBEJOMIICHHEM aJIMHHHUCT-
paropa 6e301acHOCTH;

13.

[IpoBOAUTE HECKONMBKO BHAOB yueTa (1yO/IUpyIOLIHX) C perucT-
pateli Beiauu (npuema) Hocuteneit nadopmaruu;

cTeMe 0OECICUCHHS ENOCTHOCTH: s

O6ecneunTh 1ETOCTHOCTL IPOrPAMMHBIX CPEJICTB 3alUThHI B
cocraee C3I1/1H, a TakKe HEU3MEHHOCTh MPOTPAMMHOMN CpeJIbl.
[Ipu 3TOM LEIOCTHOCTH CPEACTB 3aLMTHI IPOBEPSETCS PH 3a-
rpy3Ke CUCTEMBI 110 HAIHYUIO HMEH (MAECHTH(PHKATOPOB) KOM-
noneHT C3I1/IH, nenocTHOCTL IPOrpaMMHOM cpeasl obecneuu-
Baercs orcyrctBueM B MUCII/{u cpeacT pa3spaboTKu B OT/IAAKH
IPOrpaMm;
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OcymectBnsats puznyeckyro oxpany UCI1/Ia (ycTpoiicTB 1 HO-
cuTeneH uHpopMalHK), peaycMaTprBaloLias KOHTPOJIb JOCTY-
na B nomewenuss UCII/IH nocTopoHHHMX JIHILI, HATHYHE HATEK-
HBIX MPENATCTBHI 11 HECAHKIIMOHMPOBAHHOTO NPOHHKHOBE-
Hud B nomemenus MCIL0x u xpauunuine Hocureneit uudopma-
LIHH,

JOJDKHBI OBITH B HATMYUU cpeacTsa BoccTanosnenus C3I1/1x,
[IpeyCMaTpUBAIOIIHE BeIeHHE ABYX KOMHi MPOrpaMMHBIX
CpeJICTB 3alluThl HHYOPMALIMH, HX EPHOHYECKOe OOHOBIEHHE
H KOHTPOJIb paboTOCnOCOOHOCTH;

ITpoBoauTh MPOBEPKY LETOCTHOCTH MOYJIEH CPEICTBA 3ALUTHI
ot [IMB, He0OX0AUMBIX 15 €r0 KOPPEKTHOro (hyHKIHOHUPO-.
BaHMs, IPH €ro 3arpy3Ke C UCIIONB30BAHHEM KOHTPONBHBIX
CYMM;

O6ecnieynTh BO3MOKHOCTH BOCCTAHOBJICHHUS CPECTBA 3AIUTHI
ot [IMB, npenycmatpuBaiomas BeieHue AByX KOMUi mpo-
rPaMMHOI'O CPEJICTB 3allIUThI, €ro MepHOAnYecKoe 0OHOBICHHE
H KOHTPOJIb paboToCoco6HOCTH;

Peanu3oBath MeXaHM3MbI IPOBEPKH LIEJIOCTHOCTH MAKETOB 00-
HOBJEeHUH cpeacTea 3aumThl oT [IMB ¢ ucnons3oBaHueM KOH-
TPOJIBHBIX CYMM;

IIpoBomuTe pezepBHOe Konuposanue [1/{H Ha oT4y)KHaeMble

HOCHTeJTH HHEOP MaIIHH'

HPOBO,ELHTB aBTOMATHYECKYIO npOBepKy Ha Hanmuuue BIT win
nocneacrsuii [IMB npu umnopre B UCIT/IH Bcex nporpaMm-
HBIX MOZyJIel (IPHKJIAIHBIX POrPaMM), KOTOPBIE MOT'YT CO-
nepxkate BII, o ux TIOBEIM 11a6JI0HaM M C TOMOIIBIO 3BPH-
CTHYECKOr0 aHajIM3a;

Peanu3oBaTh MeXaHH3MbI AaBTOMATHUECKOro OmokupoBanus 06-
HapyxeHHbIX BII myTrem HX yaaneHHs W3 IpOrpaMMHBIX MOIY-
JIeH UM YHUYTOXKEHHS,

PerynsipHO BBINOJHATH (MIPU NEPBOM 3allyCKE CPE/ICTB 3aILHUTHI
ITI1 ot [IMB u ¢ ycTaHaB/uBaeMoii IepHOUIHOCTEIO) IIPO-
BepKa Ha npeamer Haauuus B Hux B,

JlomwkHa nHULMHpOoBaTLCs aBToMaTHyeckas nmposepka UCII(n
Ha npeamet Hanuuus BII npu Beigenenun dakra [IMB;

Jononantensno B UCIIJIH n1o/KkeH MPOBOUTECS HEPEPhIB-
HBIIf aBTOMaTHYECKHIT MOHHTOPHHI HH(OPMAITHOHHOTO OOMeHa

¢ BHEIIIHEH CeThIO C LEJIBIO BBIABICHHS Bl'[

Jlns mporpaMMHOTO 06ecnequHsr ucnonbsyemoro IIPY 3aIIUTe
nHpopmanuu B UCITu (cpeacts 3ammThl nuHGopmanuu — C3HU,
B TOM YHCJI€ ¥ BCTPOECHHBIX B OOIIECHCTEMHOE H NPUKIIATHOE
nporpammuoe obecnieyenue — [10), nomwken 66T 06ecedeH
COOTBETCTBYIOUIMHA YPOBEHL KOHTpOJIA oTcyTeTBUs B HEM HIB
He JIGKHapHpOBaHHBIK BOBMO)I{HOCTGH)
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ObHapykeHHe BTOp)KeHHi J0/DKHO obecneunBaTses MyTeM He-
nonb3oBanus B coctase UCII/IH nporpaMMHBIX HITH IIPOrpaMM-

L HO-aNMapaTHIX CPEACTB (CUCTEM) OOHAPYKEHHs BTOPKCHUH ki
(COB).
Heo6xonnmo obs3arenbHoe HCIOMB30BaHHE CHCTEMBI OOHapy-

2. JKEHHs] CETEBBIX aTak, HCIOIb3YIOIHE CHITHATYPHBIE METObI i
aHaIM3a. :

? TION
s o6paborku nHGopManmu HeobxoMo ucnons3osate CBT,
yaoBieTBopsolue TpebopanusM cranaapros Poccuiickoit ®e-
A€palHH MO 3JIeKTPOMardHuTHOH COBMECTHMOCTH, 1o Ge3omac-

1 HOCTH M 3PTOHOMHYECKHUM TPeOOBaHHAM K CPECTBaM 0TOOpa- | ,
' XeHus1 HHPOPMAIIHH, 110 CAHUTAPHBIM HOPMam, IpeabsBIIse- '
MBIM K BHAeoMcIIeHHbM TepMuBanam [I9BM (manpumep,
['OCT 29216 91, TOCT P 50948-2001, I'OCT P 50949-2001,
["OCT P 50923 96, CaulluH 2.2.2.542 96).

JleknapupoBaTh COOTBETCTBHE WK 00sI3aTeNbHYIO cepTHdHKa-
Iz Hio (arrectauuio) no tpeboBanuaM OezonacHocTH nH(popma- %
1iH (110 PEILEHHIO OIepaTopa);

[pumeuanue: Jns UCIT/Iu 4 knacca nepederb meponpusTuit no 3amure [1/1n onpenenser-
s B 3aBUCHMOCTH OT yurep0a, KOTOpBIif MOXKeT ObITh HaHECEH BCICJACTBUE HECAHKIIHOHHPOBaHHO-

ro WK HenpeaHamepennoro pocryna k [1JH.



